UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
XA SON TINH DPoc 1ap - Tu do - Hanh phiic
Sb: 1197/UBND-VX Son Tinh, ngay 22 thang 10 ndm 2025
VIV trién khai ¢6ng tic dam bao an
ninh mang, an toan thong tin cho
Cong/Trang thong tin dién tir phuc
vu Pai hoi1 XIV cua Pang

Kinh gui:
- Phong Van hoa - Xa hoi;
- Cac truong: Mam non, Tiéu hoc va THCS thudc xa.

Trén co s¢ Cong van s6 1691/ SGDDT-QLCLGDCNTT ngay 21/10/2025 cua
S& Gido duc va Pao tao tinh Quang Ngii vé viéc trién khai cong tac dam bao an ninh
mang, an toan thong tin cho Cong/Trang thong tin dién tir phuc vu Pai hoi XIV ciia Pang,
Chu tich UBND x4 chi dao cac co quan, don vi trién khai thue hién cac ndi dung sau:

1. Tang cuong cong tac dam bao an ninh mang, an toan thong tin

- Ra soat cac hé thong thong tin bao dam duoc trién khai ddy d bién phép bao
vé theo cép d6 an toan thong tin, chinh sach an ninh d6i voi hé théng tuong lua, hé
thong phat hién xAm nhap, hé théng phong chong mi doc; cap nhat ddy di ban vé bao
mat cho hé diéu hanh, tng dung, may chu, thiét bi mang.

- Chu dong kiém tra, danh gia, phat hién va khic phuc 16 hong bao mat; kip
tho1 phat hién moi nguy hai va boc go phan mem ddc hai cho toan bo may chu, may
tram trong hé thong thong tin; cai dit phan mém phong, chong ma doc, ban quyén
cho toan bd may chu, mdy tram nguodi dung.

- Thiét 1ap chinh sach bao mat, chinh sach kiém soat truy cap chat ché trong hé
thong; thyc hién phan cap, phan quyén tai khoan nguoi dung theo dung chuc nang,
nhiém vy, ddm bao quyén to1 thiéu va luu nhat ky str dung tai khoan.

- Thiét 1ap giao thirc mang bao mat c6 ma héa manh, xac thue dé quan 1y, cau
hinh may chu, img dung tir xa; giéi han quan tri thiét bi tir mot sO dia chi IP quan tri
trong hé théng; ra soat, kiém tra va ngin chin cac dia chi IP ndm trong danh sach IP
mang Botnet duoc cac don vi chirc nang canh béo.

- Luu nhat ky truy cdp va nhéat ky thu duogc tir cac thiét bi mang, bao mat trong
khoang thoi gian to1 thi€u bang thot gian dién ra Pai ho1 XIV ciua Pang tur khi dua hé
thong thong tin vao hoat dong.

- Trién khai bién phap giam sat an ninh mang, an toan thong tin va (mg ctu,
khac phuc khi ¢6 sy c6 phat sinh d61 véi hé thong thong tin.

- T6 chirc tuyén truyén, nang cao nhan thirc co ban k¥ ning vé an ninh mang,
an toan thong tin, canh gidc vé thong tin xau doc, tin gid va thong tin ltra ddo trén



khong gian mang cho can b, cong chirc, vién chirc, nguoi lao dong va quan ching
nhan dan, nhu:

+ Nang cao nhan thirc vé cong tac bao ddm an ninh mang, an toan thong tin mang.

+ Néu cao tinh than du tranh, phan béc, 1én 4n quan diém sai tréi, thong tin
xau doc, lan toa, phu xanh thdng tin tich cuc.

+ Thudng xuyén cap nhat, bd sung kién thirc vé an ninh mang, an toan thong
tin: Thay d6i mat khau tai khoan thu dién tir cong vy, dam bao mat khau di manh (co
it nhat 8 ky tu va bao gdm: chit hoa, chir thudng, ky tu dic biét va chit s6), khong luu
gilr mat khAu trén trinh duyét web; tuyét ddi khong st dung Thu dién tir cong vu ctia
tinh dé dang ky vao cac mang xa hoi, dién dan va cac trang thong tin céng cong khac;
khong chia s¢, phat tan thong tin xau doc, chua dugc kiém chung, khong nhan vao
duong dan lién két la, khong 16 ngudn gbc qua cac tmg dung trd chuyén trén mang xa
hoi, thu dién tir, tin nhan SMS.

2. Khao sat, danh gia thyc trang Cong/Trang thong tin dién tir thuéc pham vi
quan ly, trién khai day du giai phap bao dam an ninh mang, an toan thong tin; kién
toan doi ngii ban bién tap, quy che hoat dong cua Cong/Trang thong tin dién tir; bao
dam nodi dung thong tin, bai viét, video, ... duoc kiém duyét trudc khi dang tai ding
quy dinh.

Yéu cau Truong Phong Vian hoa - X4 hoi, Hiéu truong cac trudng: Mam non,
Ti€u hoc va THCS thudc xa trién khai thuc hién./.

Not nhn: ' KT, CHU TICH—
- Nhu trén,; e ,

- CT, céc PCT UBND x&; 2 -fr-[ITIEEi

- PCVP; o’ \

‘LU'U VT VHXH(Trang) iﬂ
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