UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO QUANG NGAI Doc 1ap - Tw do - Hanh phiic

Sb:1545 /UBND-CNTT TP. Qudng Ngdi, ngay 26 thang 4 nam 2024
VIV tang cuong cong tac dam bao
an toan, an ninh mang trong thoi
gian nghi Lé 30/4 - 01/5/2024

Kinh giri:
- Céc t6 chtre chinh tri- x3 hoi thanh phé;
- C4c phong, ban, don vi thanh ph;
- UBND cac xa, phuong.

Theo Cong vin sd 762/STTTT-BCVT&CNTT ngay 23/4/2024 cua S&
Thong tin va Truyén thong Quang Ngdi vé viéc ting cudng cong tac dam bao
an toan, an ninh mang trong thoi gian nghi L& 30/4 - 01/5/2024; Chu tich
UBND thanh pho dé nghi céac t6 chic chinh trj - x@ hoi thanh phd; cac co quan,
don vi thanh phé va UBND cac x4, phuong trién khai thuc hién mot sé noi
dung sau:

1. Ting cuong trién khai hoat dong biao dam an toan thong tin mang

- Ra soat cac hé thdng théng tin, bao dam cac hé théng thong tin duoc
trién khai day du céc bién phap bao vé theo cap do an toan; Thyc hién ra soét
cac chinh sach an ninh ddi voi hé théng tuong lta, hé théng phat hién xam
nhap, hé thong phong chéng ma doc; cap nhat hé diéu hanh may chu, ang
dung, dich vu va cac hé thong cong nghé thong tin khac.

- Phan ¢6ng luc lugng tai chd trién khai truc giam sat 24/7; Chu dong theo
ddi thuong xuyén, lién tuc cac hé thong giam sat an toan thong tin tap trung, hé
théng phong, chong ma doc tap trung dam bao xu ly, khiac phuc kip thoi tan
cdng mang, canh bao ma doc dugc xac minh.

- Ra soét, kiém tra va boc g& cac phan mém doc hai cho toan bé may chu,
may tram trong hé théng mang; trong d6, can uu tién cac hé thong tin co dia
chi IP nam trong Danh sach IP mang Botnet dugc Cuc An toan thdng tin canh
bao hang thang hoic dot xuat. Cha dong ra soat cac 15 hong, diém yéu trén céc
hé théng thong tin thuoc pham vi quan ly va trién khai cac giai phap phong
ngtra va khac phuc triét dé cac 16 hong, diém yéu da duoc Cuc An toan thdng
tin, Bo Thong tin va Truyén théng canh béo.

- Str dyng va khai thac higu qua Nén tang Dicu phoi xir Iy sy ¢6 an toan
théng tin mang quoc gia (IRLab).

- T6 chic tuyén truyén, nang cao nhan thirc co ban ki nang vé an toan
thong tin mang, canh giac vé théng tin xau doc, tin gia va théng tin lira dao trén
khong gian mang cho can bg, cong chtic, vién chuc va nguoi lao dong thudc
don vi, dia phuong.
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2. Chi dao, quan tri¢t cong chirc, vién chirc, nguoi lao dong thuong xuyén
thay d6i mat khau tai khoéan thu dién ti cong vy, dam bdo mat khau du manh
(dam bdo mdt khau cé it nhat 8 ky tw va bao gom:chit hoa, chit thuong, ky tu
ddc biét va chir s6); tuyét d6i khong sir dung thu cong vu cua tinh dé dang ky
vao cac mang xa hoi, dién dan va cac trang thong tin cong cong khac.

3. Thanh vién D01 ung ciru sy cd an toan thong tin mang tinh Quang Ngai
(Quyét dinh s6 41 8/0OD-UBND ngay 02/4/2024 ciia UBND tinh) chu dong ra
soat, theo ddi hé théng mang cua co quan, don vi minh va kip thoi hd trg cong
tdc dam bao an toan thong tin cho ciac co quan nha nude trén dia ban tinh khi
can thiét va co yéu cau ctia co quan thuong truc Poi tmg ctu.

4, Khl xay ra su cd vé an toan, an ninh thong t‘1n mang cé}c (Icm Vi, di,a
phuong can phai bao ngay vé So Thong tin va Truyén thong dé ho trg, phoi
hop xtr 1y va tong hop, bdo cao UBND tinh, B Thong tin va Truyén thong.

Trong truong hop can hé tro xir Iy, tng ciru va khic phuc sw cé dé nghi
lién h¢ cdc diu moi kj thudt sau:

* Cuc An toan thong tin - B¢ Théng tin va Truyén thong:

- Trung tim Ung ciu khan cdp khong gian mang Viét Nam
(VNCERT/CC), dién thoai 024.3640.4421 hoac so dién thoai truc dwong day
nong ung cuu sy co 086.9100.317, thu dién tu: ir@vncert.vn.

- Trung tam Gidm sat an toan khong gian mang quoc gia (NCSC), dien
thoai: 02432091616 hodc sé dién thoai triwc dwong ddy néng hé tro gidm sdt,
canh bao som 0389942878, thu dién tur: ais@mic.gov.vn.

* S¢ Thong tin va Truyén thong tinh Qudng Ngii:

- Ong Nguyén Vin Nam, Phé Truéng Phong Buu chinh - Vién théng va
Cong ngé thong tin, Dién thoai: 0906.546.968.

- Ba Pham Thi Ngoc Yén, Phé Gidm doc Trung tam Cong nghé théng tin
va Truyén thong Quang Ngai, Pién thoai: 0906.835.511.

- Ong Nguyén Céng Nguyén, Chuyén vién Phong Buwu chinh - Vién thong
va Cong ngé thong tin,; Dién thoai: 0914.559.068.

Yéu cau Thu trudng c4c to chuc chinh tri- X& hoi thanh phd; cac phong,
ban, don vi thanh pho va Chu tich UBND céc xa, phuong nghiém thc trién khai
thuc hién cac ndi dung néu trén./.

Noi nhan:

- Nhu trén;

- TT Thanh uy, HDND TP,

- CT, cac PCT UBND TP;

- VP HBND&UBND: C, PCVP, CV (CNTT);
-Luu VT, VHT T(m.
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