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S6:1226 /UBND-CNTT TP. Qudng Ngdi, ngay 05 thang 4 nam 2024
VIV tang cuong cong tac bao
dam an toan, an ninh mang dbi
vO1 cac co s6 dir licu hé théng
thong tin va may tinh cua co
quan, td chtrc, c4 nhan trén dia
ban thanh phd

Kinh giri:
- Céc t6 chtre chinh tri- x3 hoi thanh phé;
- C4c phong, ban, don vi thanh ph;
- UBND cac xa, phuong.

Ngay 02/4/2024, UBND thanh phd nhan duge COng vin s6 1601/CAT-
PAO5 ngay 01/4/2024 cua Cong an tinh Quang Ngéi v€ viéc canh bao may tinh
clia co quan, t6 chirc va ca nhan trén dia ban tinh nhiém ma doc tong tién.
Trong d6 ndi dung canh bao nhu sau:

Hién nay c6 nhiéu trudng hop may tinh cia cic co quan, to chiic va ca
nhan trén dia ban tinh nhiém cac loai ma doc téng tién (Ransomware). Loai ma
doc rat nguy hiém, c6 thé dan dén mat dir liéu 16n trong cac co quan, tO chirc
va c4 nhan, dic biét khi bi nhiém ma doc va céc tai liéu da bi ma hoa thi khong
thé khoi phuc dit li¢u. Mot $6 truong hop co thé thuc hién duoc nhung tdn
nhiéu thoi gian, chi phi va khong thé khoi phuc lai dugc toan bo dir licu. Ma
doc téng tién duoc phat tan voi nhiéu phuong thirc tinh vi, co ché hoat dong
ma hoa voi cac thuat toan manh mé, kho trong cong tac giai ma:

- Vé phuwong thirc 1y lan ciia md déc: Cac tap tin nhidm mi doc dugc
gri kém theo thu dién tir hodc qua ing dung trd chuyén truc tuyén khi ngudi sir
dung nhan, kich hoat tap tin s& 1am 14y nhiém ma doc vao may tinh. Cac duong
dan dan dén phﬁn mém bi gid mao bdi ma doc dugc gui qua thu dién tu, tin
nhén dién tir hodc ton tai trén trang thong tin di¢n tir khong an toan nham danh
Iira nguoi sir dung truy cap vao duong dan nay dé vo y tu cai dat ma doc lén
may tinh. Ngoai ra may tinh con c6 thé bi nhiém thong qua cac con duong khac
nhu 13y lan qua cac thiét bi luu tri, lay qua cai dat phﬁn mém la.

- Vé co ché hoat dong: Mi doc sau khi 1ay nhidm vao may tinh s& tién
hanh do quét, ma hoa, doi tén cac tap tin tai liéu c6 duéi mo rong nhu: .doc,
.docx, pdf, xls, .xIsx, jpg, .zip v.v... trén tit ca cac thiét bi luu trit co gin vao
may tinh nan nhan va tim cach lay lan cic may tinh trong hé théng mang cta
co quan, td chirc. Sau do, ma doc s& yéu cAu nan nhan thanh toan qua mang
(thé tin dung hodc tién dién tir) dé 1dy duoc mat khau giai ma cac tap tin di bi
ma hoa trai phép; de doa s€ cong khai dir li€u cua nan nhan néu ho khong thanh
toan tién chudc.



2

Truée tinh hinh trén, dé bao dam an toan thong tin, an ninh mang, bao v¢
dir liéu ca nhan, dir liéu chuyén nganh cac co quan Pang, Nha nudc, td churc
trén khong gian mang; Cha tich UBND thanh phé yéu cau Thu trudng cac co
quan, don vi thanh phé va Chu tich UBND céc xa, phuong trén dia ban thanh
phé) thuc hién mot sb noi dung sau:

1. T6 chuc quan tri€t, nang cao nhan thic cho can bd, cong chuc, vién
chtc va nguoi lao dong vé cong tac phong, chong ma doc, bdo dam an toan
thong tin, an ninh mang; tap trung trién khai céc giai phap sau:

- Thuong xuyén cép nhat ban va, phién ban mai nhat cho hé diéu hanh
va phan mém chéng ma doc. Khuyén khich céc co quan, to chirc va ca nhén sir
dung cac phién ban phan mém phong chdng ma doc cé chirc ning dam bao an
toan khi truy cip mang Internet va phat hién ma doc truc tuyén.

- Thuong xuyén sir dung phan mém chéng ma doc kiém tra may tinh, 6
luu trir dé phat hién sém cac ma ddc trén thiét bi; kiém tra cac tap tin nhan
duogc qua thu dién tur, ing dung troé chuyén truc tuyén khi kich hoat, néu khong
can thiét hodc khong ré nguén goc thi khong kich hoat céc tap tin nay.

- Can chu y canh gic voi cac tap tin dinh kém, cac dudng dan duoc giri
dén qua thu dién tir hodc tin nhan dién tir, han ché ti da viéc truy cip vao cac
duong dan nay vi tin tic c6 thé danh cip hodc gia mao thu dién tir nguoi giri dé
phat tan céc lién két chira ma doc.

- Trién khai cac giai phap k§ thuat nham han ché quyen truy cap vao dir
liéu chi danh cho nhitng ngudi dung can thiét; thiét 1ap cac cu hinh bao vé tap
tin khong cho xoa, stra cac dir liéu quan trong mot cach tu dong. Ngan chan
thuc thi tng dung tir cac thu muc chura dir lidu.

2. Khi xay ra vu viéc nhiém ma doc téng tién kip thoi phodi hop voi Cong
an tinh (qua Phong An ninh mang va phong, chéng téi pham sit dung céng
nghé cao, sé dién thoai: 069.4309.485) dé dugc hudng dan xur 1y, giam thiéu
hau qua do ma doc gay ra; xac minh, diéu tra, xir Iy nguon phat tan ma doc.

Yéu cau Thu truong cac phong, ban, don vi thanh phd va Chu tich
UBND cac xa, phuong trién khai thuc hién./.

Noi nhdn:

- Nhu trén;

- TT Thanh uy, HDND TP,

- CT, cac PCT UBND TP;

- VP HBND&UBND: C, PCVP, CV (CNTT);
-Luu VT, VHTT(Tr).

A RP74

21 hanh Danh
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